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UNIT I
1. ________ assures that individuals control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed.

A. Availability



B. Privacy



C. System Integrity



D. Data Integrity 

Ans : A


2. ______ assures that a system performs its intended function in an unimpaired manner, free from deliberate or inadvertent unauthorized manipulation of the system.

A. System Integrity



B. Availability


C. Data Integrity



D. Confidentiality 
Ans : A


3. A loss of _______ is the unauthorized disclosure of information.
A. Confidentiality



B. Integrity

C. Authenticity



D. Availability

Ans : A

4. A _______ level breach of security could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals. 
A. Low




B. Normal

C. Moderate




D. High

Ans : D
5. A flaw or weakness in a system’s design, implementation, or operation and management that could be exploited to violate the system’s security policy is a ________.
A. Countermeasure



B. Vulnerability

C. Adversary




D. Risk

Ans : B

6. An assault on system security that derives from an intelligent act that is a deliberate attempt to evade security services and violate the security policy of a system is a ___ .

A. Risk




B. Asset

C. Attack




D. Vulnerability

Ans : C

7. A (n) ________ is an attempt to learn or make use of information from the system that does not affect system resources.

A. Passive attack



B. Inside attack

C. Outside attack



D. Active attack

Ans : A

8. A(n) ________ is an action, device procedure, or technique that reduces a threat, a vulnerability, or an attack by eliminating or preventing it, by minimizing the harm it can cause, or by discovering and reporting it so that correct action can be taken
A. Attack




B. Countermeasure
C. Adversary




D. Protocol

Ans : B

9. Masquerade, falsification, and repudiation are threat actions that cause ______ threat consequences.
A. Unauthorized disclosure


B. Deception

C. Disruption




D. Usurpation

Ans : B

10. A thread action in which sensitive data are directly released to an unauthorized entity is__________.

A. Corruption

B. Disruption

C. Intrusion

D. Exposure

Ans : D

11. An example of ______ is an attempt by an unauthorized user to gain access to a system by posing as an authorized user.

A. Masquerade
B. Interception

C. Repudiation
D. Inference

Ans : A

12. The _______ prevents or inhibits the normal use or management of communication facilities.  
A. Passive attack



B. Traffic encryption

C. Denial of service



D. Masquerade 

Ans : C
13. A _________ is any action that compromises the security of information owned by an organization.
A. Security mechanism


B. Security attack
B. Security policy



D. Security service

Ans : B
14.  The assurance that received are exactly as sent by an authorized entity is_______.
A. Authentication



B. Data confidentiality

B. Access control



D. Data integrity

Ans : D

15. ___________ is the insertion of bits into gaps in a data stream to frustrate traffic analysis attempts.

A. Traffic padding



B. Traffic control

C.  Traffic routing



D. Traffic integrity 
Ans : A

16. Confidentiality, Integrity, and Availability form what is often referred to as the ____.

A. CIA triad




B. CAI triad

C. IAC triad




D. ACI triad

Ans : A

17. __________ is the protection afforded to an automated information system in order to attain the applicable objectives of preserving the integrity, availability, and confidentiality of information system resources.
A. Information security


B. Computer security 

C. Network security



D. internet security 

Ans : B

18. A loss of ______________ is the disruption of access to or use of information or an information system.
A. Confidentiality



B. Data integrity

C. Availability



D. Access control  

Ans : C

19. In the United States, student grade information is an asset whose confidentiality is regulated by the ______.
A. CERT

B. ITU- T

C. RFC2828

D. FERBA

Ans : D

20. A(n) _______ is a threat that is carried out and, if successful, leads to an undesirable violation of security, or threat consequence.
A. Attack

B. Thread

C. Risk

D. Asset 
Ans : A

21. A(n) _________ is any means taken to deal with a security attack.
A. Attack




B. Countermeasure

C. Adversary




D. Protocol

Ans : B
22. Misappropriation and misuse are attacks that result in ____ threat consequences.

A. Unauthorized disclosure


B. Deception

C. Disruption




D. Usurpation

Ans : D

23. The assets of a computer system can be categorized as hardware, software, communication lines and networks, and _________.
A. Information
B. Data

C. Protocol

D. Security 

Ans : B
24. Release of message contents and traffic analysis are two types of _______ attacks.
A. Passive attack
B. Inside attack
C. Outside attack
D. Active attack

Ans : A
25. Replay, masquerade, modification of messages, and denial of service are example of __________ attacks.

A. Passive attack
B. Inside attack
C. Outside attack
D. Active attack

Ans : D
26. Establishing, maintaining, and implementing plans for emergency response backup operations, and post disaster recovery for organizational information systems to ensure the availability of critical information resources and continuity of operations in emergency situations is a __________ plan.
A. Contingency
B. Access control
C. Availability 
D. Emergency 

Ans : A

27. A(n) ________ assessment is periodically assessing the risk to organizational operations, organizational assets, and individual , resulting from the operation of organizational information systems and the associated processing, storage, or transmission or organizational information. 
A. Attack

B. Thread

C. Risk

D. Asset 

Ans : C
28. The OSI security architecture focuses on security attacks, ________  and services.
A. Mechanisms
B. Attack

C. policy

D. service

Ans : A
29. A _______ is data appended to, or a cryptographic transformation of a data unit that allows a recipient of the data unit to prove the source and integrity of the data unit and protect against forgery.
A. Secretkey

B. Digital signature
  C. hash function
D. Keystream
Ans : B
30. Security implementation involves four complementary courses of action: prevention, detection, response, and _________.
A. Protection

B. Digital signature
C. Recovery

D. Traffic padding

Ans : C
31. The original message or data that is fed into the algorithm is _________.
A. encryption algorithm


B. secret key

C. decryption algorithm


D. plain text

Ans : D
32. The _________ is the encryption algorithm run in reverse.
A. decryption algorithm


B. plaintext

C. cipher text




D. encryption algorithm

Ans : A

33. ________ is the scrambled message produced as output.
A. Plaintext

B. Ciphertext

C. Secret key

D. Cryptanalysis

Ans : B

34. On average, ________________ of all possible keys must be tried in order to achieve     success with a brute-force attack.

A. one-fourth

B. Half

C. two-thirds

D. three-fourths

Ans : B
35. ________ is a mono-alphabetic encryption code wherein each & every letter of plain-text is replaced by another letter is creating the cipher text.
A.  Ployalphabetic Cipher


B.  Caesar Cipher
C.  Playfair Cipher



D.  Monoalphabtic Cipher
Ans : B
36. If the only form of attack that could be made on an encryption algorithm is brute-force, then the way to counter such attacks would be to ___________.

A. use longer keys



B. use shorter keys

C. use more keys



D. use less keys

Ans : A

37.   ______ is a cipher formed out of substitution where for a given key-value the cipher alphabet for every plain text remains fixed all through the encryption procedure.
A.  Ployalphabetic Cipher


B.  Caesar Cipher

C.  Playfair Cipher



D.  Monoalphabtic Cipher

Ans : D

38. Transmitted data stored locally are referred to as __________ .

A.  ciphertext

B.  DES

C.  data at rest

D.  ECC

Ans : C
39. Digital signatures and key management are the two most important applications of __________ encryption.

A.  private-key



B.  public-key



C.  preimage resistant



D.  Advanced

Ans : B

40.  A _________ is to try every possible key on a piece of ciphertext until an intelligible translation into plaintext is obtained.

A.  mode of operation



B.  hash function

C.  cryptanalysis



D.  brute-force attack

Ans : D

41. ________ employs a text string as a key that is implemented to do a series of shifts on the plain-text.

A.  Vigenere Cipher



B.  Shift Cipher
C.  Playfair Cipher



D.  Block Cipher
Ans : A

42.  The ___________ has piece of the keyword that has the same length as that of the plaintext.
A. Block Cipher



B. One-timePad
C. Hash Functions



D. Vigenere Cipher
Ans : B
43. There are two general approaches to attacking a symmetric encryption scheme:  

cryptanalytic attacks and __________ attacks.

A. mode of operation



B. brute-force attack

C. cryptanalysis



D. hash function

Ans : B

44. The ____________ algorithm takes the ciphertext and the secret key and produces the original plaintext.

A. decryption 
B. Plaintext

C. cipher text

D. Encryption
Ans : A 
45. A __________ attack exploits the characteristics of the algorithm to attempt to deduce a specific plaintext or to deduce the key being used.

A. mode of operation



B. brute-force attack

C. cryptanalysis



D. hash function

Ans : C

46. A __________ processes the plaintext input in fixed-size blocks and produces a block of ciphertext of equal size for each plaintext block.

A. stream cipher
B. block cipher
C. key distribution
D. Publickey

Ans : B

47. A __________ processes the input elements continuously, producing output one element at a time.
A. stream cipher



B. block cipher

C. key distribution



D. Publickey

Ans : A

48. A __________ technique is one in which the letters of plaintext are replaced by other letters or numbers or symbols.
A. Confusion

B. substitution 
C. permutation 
D. Diffusion

Ans : B
49. _________, in which elements in the plaintext are rearranged. 
A. Confusion

B. substitution 
C. transposition 
D. diffusion

Ans : C
50. The 56-bit key size is used with the _____.

A. AES

B. Trible DES

C. DES

D. SHA

Ans : C

51. In a “known plaintext attack” the attacker knows

A. Predetermined selected ciphertext

B.  one plaintext and one key

C. predetermined selected plaintext 

D.  one ciphertext and one key

Ans: C
52. The “Playfair Cipher” uses a matrix of size

A. 4 x 4

B. 5 x 5

C.   6 x 6

D.7 x 7
Ans: B
53. What is a “Rotor machine”?

A. An algorithm that rotates the Caesar alphabet.

B. A machine that rotates the secret key with every new message.

C. A machine that encodes all messages into a big rotor.  

D. A machine that consists of a set of independently rotating cylinders through which electrical pulses can flow.

Ans: D

54. __________  is another data hiding technique which can be used in conjunction with cryptography for the extra-secure method of protecting data.
A. Cryptography



B. Steganography

C. Tomography



D. Chorography

Ans: B

55. ____________ is hiding of data within data, where we can hide images, text, and other messages within images, videos, music or recording files.
A.  Cryptography



B.  Tomography
C.    Steganography


D. Chorography

Ans: C

56.   A ____________ tool permits security professional or a hacker to embed hidden data within a carrier file like an image or video which can later be extracted from them.
A. Cryptography



B. Tomography
 C.   Chorography



D. Steganography

Ans: D
57.  Which of the following is not a steganography tool?
     A. Character Marking


B) Invisible Ink
     C. ReaperExploit



D) pin punchers s
Ans: C

58. The main motive for using steganography is that hackers or other users can hide a secret message behind a ______________.
A. special file




B. ordinary file
C. program file



D.encrypted file

Ans: B

59. Which of the following cipher is formed by applying columnar transposition cipher twice?
A. Rail Fence cipher



B. Route cipher
C. Double transposition cipher

D. One time pad
Ans: C

60. Columnar cipher falls under the category of?
A. mono-alphabetic cipher


B.  poly-alphabetic cipher
C. transposition cipher


D. additive cipher
Ans: C.
UNIT – II

1. In __________, one bit of plain text is encrypted at a time.

A. stream cipher



B.  block cipher

C. both stream and block cipher

D.  none of the above 

Ans: A
2. In ______, one block of plain text is encrypted at a time.

a) stream cipher



B. block cipher

C.  both stream and block cipher

D. none of the above 

Ans: B

3. _________ increases the redundancy of plain text.

A. confusion




B. diffusion

C. both confusion and diffusion

D. neither confusion nor diffusion

Ans: B

4. Block cipher uses ____ number is any book.

A. sequential




B. random

C.  both random and sequential

D. odd

Ans: B

5. Which of the following is yet to achieve extensive adoption?

A. AES




B. DES

C.  RSA




D. PSA

Ans: C

6. Secret key is another name for _______

A. stream encryption



B. symmetric encryption

C.  asymmetric encryption


D. block encryption

Ans: D

7. Block transformation does not depend on which of the following?

A. control information


B. user information

C.  symbol




D. key

Ans: B

8. A cryptanayst is confronted by how many situations?

A. Four




B. Three

C.  Five




D. six 

Ans: A

9. How many users can use a secret key?

A. Four




B. Three

C.  One




D. Two

Ans: D

10. One of the major drawbacks of symmetric system is ________.

 A. key distribution


B. key diffusion

 C.  key confusion


D. key construction 

Ans: A

11. Repeated cycles are used in _________.

A. AES& DES



B. DES & RSA

C.  AES & RSA



D. RSA & VAN

Ans: A

12. _____________ is a block cipher in which the plaintext and ciphertext are integers between 0 and n-1 for some n.
A.  DSS

B.  RSA

 
C.  SHA

D. AES

Ans : B

13. Combined one byte at a time with the plaintext stream using the XOR operation, a __________ is the output of the pseudorandom bit generator.
A.  keystream




B.  digital signature

C.  secure hash



D.  message authentication code

Ans : A

14. Also referred to as single-key encryption, the universal technique for providing   confidentiality for transmitted or stored data is __________ .
B. symmetric encryption


B. asymmetric encryption

C. message authentication


D. digital signature

Ans : A

15. Which of the following is not an example of a block cipher?

A. DES




B. IDEA

C. Caesar Cipher



D. Twofish

Ans: C

16. Data Encryption Standard is implemented using the Feistel Cipher which employs 16 rounds of Feistel structure. 

A. DES




B. IDEA

C. Caesar Cipher



D. Twofish

Ans: C

17. DES stands for _______________

A. Data Encryption Security


B. Data Encryption Standard

C. Device Encryption Standard 

D. Data Encrypted Standard

Ans: B

18. DES follows

A. Hash Algorithm



B. Caesars Cipher

C. Feistel Cipher Structure


D. SP Networks

Ans:C

19. The DES Algorithm Cipher System consists of _______ rounds each with a round key

A. 12





B. 18

C. 9





D. 16

Ans: D

20. The DES algorithm has a key length of 

A. 128 bits




B. 32 bits

C. 64 bits




D. 16 bits

Ans: C

21. In the DES algorithm the round key is _______ bit and the round input is _____ bits

A. 48,32




B. 64,32

C. 56,24




D. 32,32

Ans: A

22. In the DES algorithm the round input is 32 bits, which is expanded to 48 bits via _____

A. Scaling of the existing bits

B. Duplication of the existing bits

C. Addition of Zeros



D. Addition of ones

Ans: A

23. The Initial Permutation table/ matrix is of size

A. 16x8




B. 12x8

B. 8x8




D. 4x16

Ans: D

24. The number of unique substitution boxes in DES after the 48 bit XOR operation are

A. 8





B. 4

C. 6





D. 12

Ans: A

25. ________ use some pseudorandom number generation or some table of random digits to generate the entire in the S-Boxes.

A. Random




B. Random with testing

C. Human made



D. Math mode

Ans: A

26. How many keys does the Triple DES algorithm use?

A. 2





B. 3

C. 2 or 3




D. 3 or 4

Ans: C

27. Using Differential Crypt-analysis, the minimum computations required to decipher the DES algorithm is

A. 2^56




B. 2^43

C. 2^55




D. 2^47

Ans: D

28. Using Linear Crypto-analysis, the minimum computations required to decipher the DES algorithm is 

A. 2^48




B. 2^43

C. 2^55




D. 2^47

Ans: B

29. Differential cryptanalysis attack requires ______ operations.

A. 255.1




B. 255
C. 247.1





D. 248

Ans: A

30. Differential cryptanalysis attack requires ______ operations.

A. 255.1




B. 255
C. 247.1





D. 248

Ans: B

31. In the RSA algorithm, we select 2 random large values ‘p’ and ‘q’. Which of the following is the property of ‘p’ and ‘q’?

A. P & q should be divisible by φ(n)

B. P & q should be co-prime

C. p & q should be prime


D. p/q should give no remainder

Ans: C

32. In RSA, φ(n) =__________ in terms of p and q.

A. (p)/(q)




B. (p)(q)

C. (p-1)(q-1)




D. (p+1)(q+1)

Ans: C

33. For p=11 and q=19 and choose e=17. Apply RSA algorithm where message=5 and find the cipher text.

A. C=80




B. C=92

C.  C=56




D. C=23

Ans:A





34. For p=11 and q=19 and choose e=17. Apply RSA algorithm where Cipher tmessage=80 and find the plaintext.

B. 54





B. 43

C.  5





D. 24

Ans:C




35. In public key cryptosystem _______ keys are used for encryption and decryption.

A. Same 




B. Different

C. Encrypted keys



D. None of the mentioned 

Ans: B

36. In public key cryptosystem which is kept as public?

A. Encryption keys



B. Decryption keys

C. Encryption & Decryption keys

D. None of the mentioned

Ans: A

37. In a trapdoor function, the functions are easy to go in

A. One direction



B. Two directions

C. All directions



D. None of the mentioned

Ans: A

38. Private key algorithm is used for ____ encryption and public key algorithm is used for ______ encryption

A. Message, Session key


B. Session Key, messages

C. Can be used for both


D. None of the mentioned

Ans, A

39. _______ involves trying all possible private keys

A. Brute force



B. Mathematical Attacks

C. Timing attacks



D. Chosen Ciphertext attacks

Ans: A

40. There are several approaches, all equivalent in effort to factoring the product of two primes.

A. Brute force




B. Mathematical Attacks

C. Timing attacks



D. Chosen Ciphertext attacks

Ans:B

41. These depend on the running time of the decryption algorithm.

A. Brute force




B. Mathematical Attacks

C. Timing attacks



D. Chosen Ciphertext attacks

Ans:C

42. This type of attack exploits properties of the RSA algorithm.

A. Brute force




B. Mathematical Attacks

C. Timing attacks



D. Chosen Ciphertext attacks

Ans:D
43. Choose S-box entries randomly, then test the results against various criteria and throw away those that do not pass.

A. Random




B. Random with testing

 C. Human made



D. Math mode

Ans: B

44. Cipher system can be solved effectively by statistically using 

A. Time of Occurance


B. Frequency of Occurance

C. Length of message



D. None of the mentioned

Ans: B

45. Encryption transformations are known as 

A. Diffusion




B. Confusion

B. Diffusion & Confusion


D. None of the mentioned

Ans: C

46. For n inputs bits the number of substitution patterns are

A. 2n





B. (2n)!

C. 1/2n!




D. 2n!

Ans: B

47. The substitution of the letters are done 

A. Serially




B. Parallel Way

B. Serially & Parallel way


D. None of the mentioned

Ans : 

48. In Which method, key stream is generated independently?

A. Synchronous



B. Self Synchronous

C. Synchronous & self Synchronous 

D. None of the mentioned

Ans: A


49. Which should be kept as a secret in public key cryptosystem?

A. Encryption key



B. Decryption key

C. Encryption & Decryption key

D. None of the mentioned

Ans: B

50. Public key cryptosystem is also known as 

A. One way function



B. Two way function

C. Feedback function



D. None of the mentioned

Ans:A

51. Euler’s totient function is determined by

A. pq





B. (p-1)(q-1)

C. (p+1)(q+1)




D. p/q



Ans : 
B
52. In Asymmetric key cryptography, ________ keys are required per communicating party. 

A. 2





B. 3




C. 4





D. 5

Ans: A

53. The private key ________.

A. must be distributed


B. Must be shared with everyone

C. must remain secret with an individual
D. None of the above

Ans: C

54. If A and B want to communicate securely with each other, B must not know ______.

A. A’s private key



B. A’s public key

C. B’s private key



D.B’s public key

Ans: A
55. _______ are very crucial for the success of asymmetric key cryptography.

A. Integers




B. Prime Numbers

C. Negative Numbers



D. Fractions


Ans: B
56. While creating a digital envelope, we encrypt the _____ with the _________.

A. Sender’s private key, one time session key

B. Receiver’s public key, one time session key


C. One time session key, sender’s public key

D. One time session key, receiver’s public key

Ans: A
57. If the sender encrypts the message with his/her private key, it achieves the purpose of __________.

A. Confidentiality



B. Confidentiality and authentication 

C. Confidentiality but not authentication 
D. Authentication

Ans: D
58. Which of the following keys are known only to the owner?

A. Public key




B. Protected key

C.  private key




D. Unique key

Ans: C


59. PKI stands for?

A. Public key infrastructure


B. Private key infrastructure 

C.  Public key instance


D. Private key instance
Ans :A

60. Public- key cryptography is also known as?
A. Asymmetric cryptography

B. Symmetric key cryptography

C.  both A & B



D. None of the above 

Ans: A

UNIT III
1. Kerberos provides for _________.

a) Encryption

b) SSO


c) remote login
d) local login

Ans: a) Encryption

2. ______ is an authentication service designed for use in a distributed environment.

a) Kerberos

b) SHA-1

c) MD5

d) 

Ans: a) Kerberos

3. Kerberos relies exclusively on _______

a) public key encryption


b) symmetric encryption


c) Asymmetric encryption


d) none of the mentioned

Ans: b) symmetric encryption

4. ______ is a network eavesdropper should not be able to obtain the necessary information to impersonate a user.

a) Reliable

b) Scalable

c) Transparent 
d) Secure

Ans: d) Secure

5. ______ for all services that rely on Kerberos for access control, lack of availability of the Kerberos service means lack of availability of the supported services.

a) Reliable

b) Scalable

c) Transparent 
d) Secure

Ans: a) Reliable

6. ____________  the user should not be aware that authentication is taken place, beyind the requirement to enter a password.

a) Reliable

b) Scalable

c) Transparent 
d) Secure

Ans: c) Transparent

7. _______ the system should be capable of supporting large numbers of clients and servers.

a) Reliable

b) Scalable

c) Transparent 
d) Secure

Ans: b) Scalable

8. Version 4 of Kerberos make use of _______

a) DES

b)AES


c) RC4


d) RSA

Ans: a) DES

9. _____ that knows the passwords of all users and stores these in a centralized database.

a) Client

b) Server

c) Authentication Server
d) user

Ans: c) Authentication Server

10. The _____ shares a unique secret key with each server.

a) Client

b) Server

c) Authentication Server
d) user

Ans: c) Authentication Server

11. For a client server authentication, the client requests from the KDC a ____ for access to a specific asset.

a) ticket

b) local

c) token

d) user

Ans: a) ticket

12. A scheme for avoiding plaintext passwords and a new server, known as the ____

a) AS


b) TGS


c) TGT


d) file server

Ans: b) TGS

13. For each ______ the Kerberos Key Distribution Centre(KDC) maintains a database of the realm’s Principal and the Principal’s associated “secret keys”.

a) key


b) realm

c) document
  d) none of the mentioned

Ans: b) realm

14. If there are n realms, then there must be ______ secure key exchanges.

a) n


b) n2


c) n(n-1)

d)n(n-1)/2

Ans: d) n(n-1)/2

15. The maximum lifetime value of Kerberos4 is ______

a) 1280 minutes
b) 1200 minutes
c) 1100 minutes
d) 1300 minutes

Ans:a) 1280 minutes
16. In Kerberos Version 5 that tickets provided to clients are encrypted ______.

a) once

b) twice

c) thrice

d) zero

Ans: b) twice

17.  ______ indicates realm of user in Kerberos Version 5.

a) Options

b) Times

c) Realm

d) Nonce

Ans: c) Realm

18. ______ used to request that certain flags be set in the returned ticket in Kerberos Version 5.

a) Options

b) Times

c) Realm

d) Nonce

Ans: a) Options

19. __________ A random value to be repeated in message(2) to assure that the response is fresh and has been replayed by an opponent.

a) Options

b) Times

c) Realm

d) Nonce

Ans: d) Nonce

20.  X.509 certificate recommends which cryptographic algorithm?

a) RSA

b) DES


c) AES


d) Rabin

Ans: a) RSA

21.  The issuer unique identifier of the X.509 certificates was added in which version?

a) 1


b) 2


c) 3


d) 4

Ans: b) 2

22. Extensions were added in which version?

a) 1


b) 2


c) 3


d) 4

Ans: c) 3

23. The subject unique identifier of the X.509 certificates was added in which version?

a) 1


b) 2


c) 3


d) 4

Ans: b) 2

24. Certificates extensions fall into 3 categories. Which one of the following is not a Certificate extensions category?

a) Subject and Issue attributes



b) Key and Policy information


c)  Certification path constraints



d) All of the above are certificate extensions categories

Ans: d) All of the above are certificate extensions categories

25. Which of the following is not an element/ field of the X.509 certificates.

a) Issue Name 



b) Serial Modifier


c) Issue Unique Identifier
          

d) Signature

Ans: b) Serial Modifier
26. Suppose that A has obtained a certificate from certificate authority X1 and B has obtained certificate authority from CA X2. A can use a chain of certificates to obtain B’s public key. In notation of X.509, this chain is represented in the correct order as ________

a) X2 X1 X1 B
b) X1 X1 X2 A
c) X1 X2 X2 B
d) X1X2 X2 A

Ans: c) X1 X2 X2 B
27. How many functions are involved in the PKIUX architecture model?

a) 3


b) 5


c) 6


d) 7

Ans: d) 7
28. CMP stands for _____

a) Cipher Message Protocol


b) Cipher Management Protocol

c) Cryptographic Message Syntax

d) none of the mentioned

Ans: c) Cryptographic Message Syntax

29. CRL stands for 

a) Cipher Reusable List


b) Certificate Revocation Language


c) Certificate Revocation List


d) Certificate Resolution Language

Ans: c) Certificate Revocation List


30. Which of the following is not a part of an Extension?

a) Extension Identifier


b) Extension Value




c) Critically Indicator


 d) All of the mentioned constitute the Extension

Ans: d) All of the mentioned constitute the Extension

31. “Conveys any desired X.500 directory attribute values for the subject of this certificate.” Which Extension among the following does this refer to?

a) Subject alternative name


b) Issue alternative name

c)  Subject directory attributes

d) None of the mentioned
 

Ans: c)  Subject directory attributes
32. Pretty Good Privacy(PGP) security system uses 

a) Public key cryptosystem


b) Private key cryptosystem

c) Public & private key cryptosystem

d) none of the mentioned

Ans: c) Public & private key cryptosystem

33. Public key cryptosystem is used for the encryption of

a) Messages




b) Session key

 

c) Session key & Messages 


d) none of the mentioned

Ans: b) Session key
34.  PGP provides a __________ services that can be used for electronic mail and file storage applications.

a) Confidentiality & Integrity

b) Confidentiality & Authentication

c) Authentication & Integrity


d) Integrity & Availability

Ans: b) Confidentiality & Authentication
35. SHA-1 is used to generate a ________  hash code of the message.

a) 64-bit

b) 128 bit

c) 160-bit

d) 250-bit

Ans: c) 160-bit
36. The hash code is encrypted with ____ using the sender’s private key, and the result is prepended to the message.

a) DES

b) AES


c) RSA


d) IDEA

Ans: c) RSA

37. The combination of _____ and _____ provides an effective digital signature scheme.

a) SHA-1, RSA



b) CAST, IDEA


c) DES & SHA-1



d) IDEA & SHA-1

Ans: a) SHA-1, RSA
38. Data compression includes

a) Removal of redundant character



b) Uniform distribution of characters

c) Removal of redundant character & Uniform distribution of characters

    

d) None of the mentioned

Ans: c) Removal of redundant character & Uniform distribution of characters
    

39. PGP offers ________block ciphers for message encryption.

a) Triple DES
b) CAST

c) IDEA
     d) all of the mentioned

Ans: d) all of the mentioned
40. Which block cipher has key length of 128 bits?

a) IDEA

b) CAST
c) IDEA & CAST
d) none of the mentioned

Ans: c) IDEA & CAST
41. These three ciphers can operate of ____ of plaintext

a) 128 bit blocks



b) 64 bit blocks


c) 256 bit blocks



d) 156 bit blocks

Ans: b) 64 bit blocks
42. Which operation is used in encryption using IDEA?

a) Addition modulo 216


b) Bitwise XOR


c) Addition modulo 216 & Bitwise XOR
d) None of the mentioned

Ans: c) Addition modulo 216 & Bitwise XOR
43. What is the key size allowed in PGP?

a) 1024-1056

b) 1024-4056

c) 1024-4096

d) 1024 - 2048

Ans: c) 1024-4096

44. Which algorithm is used for public key encryption?

a) RSA




b) Diffie- Hellman


c) RSA & Diffie- Hellman


d) None of the mentioned

Ans: c) RSA & Diffie- Hellma
45. Which should be used first to decrypt?

a) Public key
   b) Private key   c) Public & Private key
 d) None of the mentioned

Ans: b) Private key  
46. The digital signature provides authentication to the 

a) Sender




b) Message


c) Sender & Message



d) None of the mentioned

Ans: c) Sender & Message
47. The Hash function 

a) Is collision free



b) Has manageable collision 

c) Has high unmanageable level of collosion
d) None of the mentioned

Ans: a) Is collision free
48. S/MIME stands for ____________.

a) Standard Multipurpose Internet Mail


b) b) Secure Multipurpose Internet Mail

c) Secure Multipurpose International Mail
 

d) Standard Multipurpose International Mail extensions

Ans: b) Secure Multipurpose Internet Mail
49. ________ uniquely identifies the MIME entities uniquely with reference to multiple contexts.

a) Context description


b) Content – id


c) Content type



d) Content transfer encoding 

Ans: b) Content – id
50. The processed S/MIME along with security related data is called as ________.

a) Public key cryptography standard

b) Private key cryptography standard

c) S/MIME




d) MIME

Ans: a) Public key cryptography standard

51. In S/MIME, MLA stands for ______.

a) Mailing list agent



b) Multipurpose list agent

c) Mail lock agent



d) Message link agent

Ans: a) Mailing list agent
52. The cryptography algorithms used in S/MIME are ________.

a) IDEA

b) RC4


c) RSA,DES-3

d) RC5

Ans: c) RSA, DES-3

53. The _________ acts as financial institutions who provides a payment card to a card

a) Payment gateway



b) Card holder



c) acquirer




d) issuer

Ans: d) Issuer
54. __________ defines format for text messages that are sent using electronic mail.

a) RFC 790


b) RFC 792

c) RFC 822
d) RFC 793

Ans: c) RFC 822
55.  The Context Transfer Encoding field can actually take ____ values.

a) 4



b) 5


c) 6

d) 7

Ans: c) 6
56.  Base 64 encodes data by mapping ________ bit blocks of input to _______ bit blocks of output, all of which are printable ASCII characters.

a) 5,5



b) 5,6


c) 6,7

d) 6,8

Ans: d) 6,8
57. _________ is used when each of the body parts is interpreted as an RFC 822 message with headers.

a) Multipart/ digest subtype


b) Message type


c) Message/ Partial subtype


d) Message/ External-body subtype

Ans: a) Multipart/ digest subtype


58.  The ______ provides a number of important capabilities in MIME.

a) Multipart/ digest subtype


b) Message type


c) Message/ Partial subtype


d) Message/ External-body subtype

Ans: b) Message type


59. The _________ enables fragmentation of a large message into a number of parts, which must be reassembled at the destination.

a) Multipart/ digest subtype


b) Message type


c) Message/ Partial subtype


d) Message/ External-body subtype

Ans: c) Message/ Partial subtype

60. The _____ indicates that the actual data to be conveyed in this message are not contained in the body.

a) Multipart/ digest subtype


b) Message type


c) Message/ Partial subtype


d) Message/ External-body subtype

Ans: d) Message/ External-body subtype.
UNIT IV
1. IPSec is designed to provide security at the ___________

A. Transport Layer
B. Network Layer
C. Application Layer
D. Session Layer

Ans: B
2. In tunnel mode, IPSec protects the ______
A. Entire IP Packet
B. IP header

C. IP payload

D. IP trailer

Ans: A
3. Which component is included in IP security?

A. Authentication Header (AH)

B. Encapsulating Security Payload(ESP)


C. Internet Exchange (IKE)


D. All of the mentioned

Ans: D
4.  WPA2 is used for security in _______
A. Ethernet

B.  Bluetooth

C. Wi-Fi

D. Email
Ans: C
5. An attempt to make a computer resource unavailable to its intended users is called _____
A. Denial-of-service attack


B. Virus attack

C. Worms attack



D.  Botnet process
Ans: A

6. Extensible authentication protocol is authentication framework frequently used in ______
A. Wired personal area network

B. Wireless networks

C. Wired local area network


D. Wired metropolitan area network
Ans: B
7. Pretty good privacy (PGP) is used in ______
A. Browser security
B. Email security
C. FTP security
D. WiFi security
Ans:  B
8.  PGP encrypts data by using a block cipher called ______
A. International data encryption algorithm
B. Private data encryption algorithm
C. Internet data encryption algorithm

D. Local data encryption algorithm
Ans: A
9.  When a DNS server accepts and uses incorrect information from a host that has no authority giving that information, then it is called _________
A. DNS lookup
B.DNS hijacking
C. DNS spoofing
D.DNS authorizing
Ans:C
10. Which mode of IPsec should you use to assure the security and confidentiality of data within the same LAN?

A. AH transport mode


B. ESP transport mode


B. C. ESP Tunnel Mode


D. AH tunnel mode

Ans: B

11. Which two types of encryption protocols can be used to secure the authentication of computers using IPsec?

A. Kerberos V5
B. SHA

C. MD5
D. Both SHA and MD5

Ans: D
12. Which two types of IPsec can be used to secure communications between two LANs?

A. AH tunnel mode
B. ESP tunnel mode
C. Both AH tunnel mode and ESP tunnel mode

Ans: C
13. __________ provides authentication at the IP level.

A. AH


B. ESP


C. PGP

D. SSL

Ans: A
14. IPsec defines two protocols: ______ and ________

A. AH;SSL

B. PGP; ESP

C. AH;ESP

D. PGP; SSL

Ans: C
15.  IP Security operates in which layer of the OSI model?

A. Network

B. Transport

C. Application

D. Physical

Ans: A

16. ___________ is an extension header to provide message authentication.

A. AH


B. ESP


C. IKE


D. PGP

Ans: A

17. _________ consists of an encapsulating header and trailer used to provide encryption.

A. AH


B. ESP


C. IKE


D. PGP

Ans: B
18. ________ is a collection of documents describing the key management schemes for use with IPsec.

A. AH


B. ESP


C. IKE


D. PGP

Ans: C
19. ESP does not provide ________

A. Source authentication
B. Data integrity
C. Privacy
D. error control

Ans: D

20. In computer security _______ means the computer system assets can be modified only by authorized parities. 

A. Confidentiality 
B. integrity

C. availability

D. authenticity

Ans:  B
21. Which of the following organizations is primarily concerned with military encryption systems?

A. NSA

B. NIST

C. IEEE

D. ITU

Ans: A
22. The _________ SPI is carried in AH and ESP headers to enable the receiving system to select the SA under which a received packet will be processed.

A. Security Parameters Index

B. IP Destination Address


C. Security Protocol Identifier 

D. Sequence Number Counter

Ans: A

23. _______ field from the outer IP header indicates whether the association is an AH or ESP security association.

A. Security Parameters Index


B. IP Destination Address


C. Security Protocol Identifier 

D. Sequence Number Counter

Ans: C
24. ________ flag indicating whether overflow of the Sequence Number Counter should generate an audible event and prevent further transmission of packets on this SA.

A. Security Parameter Index


B. Sequence Number Counter



C. Sequence Counter Overflow

D. Anti-Replay Window

Ans: C
25. _________ used to determine whether an inbound AH or ESP packet is a replay.

A. Anti-Replay window


B. AH information


C. ESP information



D. IPSec Protocol Mode

Ans: A
26. _________ contains Authentication Algorithm, keys, key lifetimes, and related parameters being used with AH.

A. AH information
B. ESP information
C. IPSec Protocol mode
D. Path MTU

Ans: A
27. _________ contains encryption and authentication algorithm, keys, initialization values, key lifetimes, and related parameters being used with ESP
A. AH information
B. ESP information
C. IPSec Protocol mode
D. Path MTU

Ans: B

28. _________ identifies a security association.

A. Security Parameter Index


B. Sequence Number Counter



C. Sequence Counter Overflow

D. Anti-Replay Window

Ans: A

29. _________ is one in which an attacker obtains a copy of an authenticated packet and later transmits it to the intended destination.

A. Birthday Attack
  B. relay Attack
C. Brute Force Attack
      D. Passive Attack.

Ans: B
30. IKE key determination employs _______ to ensure against replay attacks.

A. Nonce




B. Digital Signature


C. Public key encryption


D. Symmetric key Encryption 

Ans: A

31. _________ Exchange is authenticated by signing a mutually obtainable hash; each party encrypts the hash with its private key.

A. Nonce




B. Digital Signature


C. Public key encryption


D. Symmetric key Encryption 

Ans: B
32. _______ exchange is authenticated by encrypting parameters such as IDs and nonces with the sender’s private key.
A. Nonce




B. Digital Signature


C. Public key encryption


D. Symmetric key Encryption 

Ans: C
33. ________ can be used for a variety of key exchange techniques.

A. Key Exchange payload


B. Identification payload


C. Certificate payload
 


D. Authentication Payload

Ans: A
34. ____________ is used to determine the identity of communicating peers and may be used for determining authenticity of information.

A. Key Exchange payload


B. Identification payload


C. Certificate payload
 


D. Authentication Payload

Ans: B
35. ________ transfers a public key certificate.

A. Key Exchange payload


B. Identification payload


C. Certificate payload
 


D. Authentication Payload

Ans: C
36. ___________ payload contains error or status information associated with thisSA or this SAnegotiation.

A. Key Exchange payload


B. Identification payload


C. Certificate payload



D. Notify

Ans: D

37. __________  payload indicates one or more SAs that the sender has detected from its database and that therefore are no longer valid.

A. Nonce

B. Notify

C. Delete 

D. Vendor ID

Ans: C
38. ________ payload contains a vendor defined constant.

A. Nonce

B. Notify

C. Delete 

D. Vendor ID

Ans: D
39. _________ payload allows peers to identify packet flows for processing by IPSec services.

A. Traffic Selector
B. Notify

C. Delete 

D. Vendor ID

Ans: A
40. _________ payload contains other payloads in encrypted form. 

A. Traffic Selector
B. Encrypted

C. Delete 

D. Vendor ID

Ans: B

41. __________ payload is used to exchange configuration information between IKE peers.

A. Traffic Selector
B. Encrypted

C. Configuration
D. Vendor ID

Ans: C
42. ____________ payload allows IKE SAs to be authenticated using EAP.

A. Traffic Selector
B. Encrypted

C. Configuration
D. EAP

Ans: D
43. S/MIME stands for ____. 

A. Standard Multipurpose Internet Mail Extensions.

B. Secure Multipurpose Internet Mail Extensions.

C. Secure Multipurpose International Mail Extensions

D. Standard Multipurpose International Mail Extensions.

Ans: B
44. ________ is used for hiding the payment information from the merchant.

A. SET.

B.  SSL.

C.  SHTTP 

D. TSP

Ans: B
45. Which of the following is not a strong security protocol? 

A. HTTPS

B.  SSL 

C. SMTP 

D. FTP

Ans: C
46. SSL primarily focuses on _______

A. integrity and authenticity 


B. integrity and non-repudiation 

C. authenticity and privacy 


D. confidentiality and integrity

Ans: A
47. Why did SSL certificate require in HTTP? 

A. For making security weak 




B. For making information move faster

C. For encrypted data sent over HTTP protocol

D. For sending and receiving emails unencrypted

Ans: C
48. _________ provides security services between TCP and applications that use TCP.

A. SSL


B. TLS


C. SMTP

D. FTP

Ans: A
49. _________ is an open encryption and security specification designed to protect credit card transactions on the Internet.

A. SSL


B. TLS


C. SET


D. SSL/TLS

Ans: C

50. ________ includes protocol mechanisms to enable two TCP users to determine the security mechanisms and services they will use.
A. SSL


B. TLS


C. SET


D. SSL/TLS

Ans: D
51. _______ provides confidentiality using symmetric encryption and message integrity using a message authentication code.
A. SSL


B. TLS


C. SET


D. SSL/TLS

Ans: D

52. The _________, which provides the transfer service for Web client/server interaction, can operate on top of SSL.
A. HTTP

B. TCP

C. IP


D.  SSL Record Protocol

Ans: A
53. Which one of the following is not a higher- layer SSL protocol?

A. Alert Protocol



B. Handshake Protocol


C. Alarm Protocol



D. Change Cipher Spec Protocol

Ans: C
54. Which one of the following is not a session state parameter?
A. Master Secret
B. Cipher Spec
C. Peer Certificate
D.  Server Write Key
Ans: D
55. In the SSL Protocol, each upper layer message if fragmented into a maximum of __________ bytes.
A. 216


B. 232


C. 214


D. 212
Ans: C
56. The _________ is used to convey SSL-related alerts to the peer entity.
A. Alert Protocol



B. Handshake Protocol


C. Alarm Protocol



D. Change Cipher Spec Protocol

Ans: A

57. _________ allows the server and client to authenticate each other and to negotiate an encryption and MAC algorithm and cryptographic keys.
A. Alert Protocol



B. Handshake Protocol


C. Alarm Protocol



D. Change Cipher Spec Protocol

Ans: B

58. The certificate_request massage includes two parameters, one of which is-
A. certificate_extension


B. certificate_creation

C.. certificate_exchange


D.  certificate_type
Ans: D
59.  In the handshake protocol which is the message type first sent between client and server?
A. server_hello



B. client_hello


C. hello_request



D. certificate_request

Ans: B
60. The difference between HMAC algorithm and SSLv3 is that pad1 and pad2 are ________ in SSLv3 whereas ________ in HMAC.
A.  NANDed, XORed



B.  Concatenated, XORed
C.  XORed, NANDed



D.  XORed, Concatenated

Ans: B
UNIT V

1. Detection –specific audit records is one developed by__________.

A. Dorothy Denning
B. Dorothy John
C. John Denning
D. William

Ans: A
2. A _______ is an initiators of actions.
A. subject

B. Action

C. Object

D. Exception-condition

Ans: A
3. A __________ is Receptors of actions

A. subject

B. Action

C. Object

D. Exception-condition

Ans: C
4. Which of the following is a non-technical type of intrusion or attack technique?

A. Reverse Engineering B. Malware Analysis C. Social Engineering D. Malware Writing

Ans:C
5. A ___________ model is based on correlations between two or more variables.

A. multivariate
B. Markov process
C. Time series

D. Operational model

Ans: A
6. A __________ model is used to establish transition probabilities among various states.
A. multivariate
B. Markov process
C. Time series

D. Operational model

Ans: B
7. The DES algorithm is modified using a ___bit "salt" value. 
A. 10


B.12


C.64


D.56

Ans: B
8. Each user selects a password of up to ______ printable characters in length.
A. 7


B. 8


C. 9


D.10 
Ans : 

9. Which of the following is true regarding secure password?

A. use the same password for each account
B. use personal information

C. Random passwords are the strongest
D. None of the above

Ans: C
10. A reactive password checking strategy is one in which the system periodically runs its own password cracker to find guessable passwords.
A. user education



B. Computer- generated passwords


C. Reactive password cracking

D. Proactive password checking

Ans: C
11. A Computer virus is a __________.

A. Hardware

B. Software

C. Bacteria

D. Freeware

Ans: B

12. In computing, __________ is  a network security system that monitors and controls incoming and outgoing network traffic based on predetermined security rules.

A. Spyware

B. Cookie

C. Spam

D. Firewall

Ans: D
13. _________ is unwanted software that infiltrates your computing device, stealing your internet usage data and sensitive information.

A. Spyware

B. Cookie

C. Spam

D. Firewall

Ans: A
14. __________ is an undesired or illegal email messages.

A. Spyware

B. Cookie

C. Spam
D. Firewall

Ans: C
15. __________ are small files that are stored on a user’s computer.

A. Spyware

B. Cookie

C. Spam

D. Firewall

Ans: B
16. __________ an individual who is not authorized to use the computer and who penetrates a system's access controls to exploit a legitimate user's account
A. Masquerader
B. Misfeasor

C. Clandestine user
D. Misfeasor user

Ans: A
17. __________ a legitimate user who accesses data, programs, or resources for which such access is not authorized, or who is authorized for such access but misuses his or her privileges.
A. Masquerader
B. Misfeasor

C. Clandestine user
D. Misfeasor user

Ans: B
18. ___________an individual who seizes supervisory control of the system and uses this control to evade auditing and access controls or to suppress audit collection
A. Masquerader
B. Misfeasor

C. Clandestine user
D. Misfeasor user

Ans: C
19. Which of the following is malicious software that, on execution, runs its own code and modifies other computer programs?

A. Virus

B. Spam

C. Spyware

D. Adware.

Ans: A
20.  ____________ attaches itself to a program and propagates copies of itself to other programs.
A. Virus

B. Worm

C. Trojan Horse
D. Backdoor

Ans: A
21. __________ Program that propagates copies of itself to other computers
A. Virus

B. Worm

C. Trojan Horse
D. Backdoor

Ans: B
22. _________ Program that contains unexpected additional functionality
A. Virus

B. Worm

C. Trojan Horse
D. Backdoor

Ans: C
23. _________ Triggers action when condition occurs
A. Virus

B. Worm

C. Trojan Horse
D. Logic bomb

Ans: D
24. ________ Program modification that allows unauthorized access to functionality
A. Virus

B. Worm

C. Trojan Horse
D. Backdoor
Ans: D
25. ________ Code specific to a single vulnerability or set of vulnerabilities.

A. Exploits

B. Downloaders
C. Auto-rooter
    
D. Spammer Programs

Ans: A
26. _______ malicious hacker tools used to break into new machines remotely.

A. Exploits

B. Auto-rooter

C. Spammer Programs D. Flooders

Ans: B

27. _______ Used to send large volumes of unwanted e-mail
A. Exploits

B. Auto-rooter

C. Spammer Programs D. Flooders

Ans: C
28. _______Program activated on an infected machine that is activated to launch attacks on other machines.
A.Flooders

B. Keyloggers

C. Rootkit

D. Zombie

Ans: D
29. _______ Set of hacker tools used after attacker has broken into a computer system and gained root-level access.
A.Flooders

B. Keyloggers

C. Rootkit

D. Zombie

Ans: C
30.  Which of the following is not a type of virus?
A) Boot sector

B) Polymorphic
C) Multipartite
D) Trojans
Ans:D
31. ______ virus is idle. The virus will eventually be activated by some event
A.Dormant phase
B. Propagation phase
C. Triggering phase
D. Execution phase

Ans: A
32. A _______ virus attaches itself to executable files and replicates, when the infected program is executed, by finding other executable files to infect.
A. Parasitic 

B. Memory resident 
C. Boot sector

D. Stealth 

Ans: A
33. ________ virus Lodges in main memory as part of a resident system program. From that point on, the virus infects every program that executes.
A. Parasitic 

B. Memory resident 
C. Boot sector

D. Stealth 

Ans: B
34. ________ virus Infects a master boot record or boot record and spreads when a system is booted from the disk containing the virus.
A. Parasitic 

B. Memory resident 
C. Boot sector

D. Stealth 

Ans: C
35. A form of__________virus explicitly designed to hide itself from detection by antivirus software.
A. Parasitic 

B. Memory resident 
C. Boot sector

D. Stealth 

Ans: D
36. : _______ virus that mutates with every infection, making detection by the "signature" of the virus impossible.
A. Parasitic 

B. Polymorphic  
C. Boot sector

D. Stealth 

Ans: B
37. A _________ viruses rewrites itself completely at each iteration, increasing the difficulty of detection.
A. Parasitic 

B. Polymorphic  
C. Metamorphic
D. Stealth 

Ans: C
38. A ________ scanner requires a virus signature to identify a virus.

A. first-generation
B. second-generation
C. Third-generation
D. fourth-generation

Ans: A 
39. A ________ scanner does not rely on a specific signature.

A. first-generation
B. second-generation
C. Third-generation
D. fourth-generation

Ans: B
40. _________ programs are memory-resident programs that identify a virus by its actions rather than its structure in an infected program.
A. first-generation
B. second-generation
C. Third-generation
D. fourth-generation

Ans: C
41. ________ products are packages consisting of a variety of antivirus techniques used in conjunction.
A. first-generation
B. second-generation
C. Third-generation
D. fourth-generation

Ans: D 

42. A ________ attack is an attempt to prevent legitimate users of a service from using that service.
A. Phishing 

B. DoS


C. Website

D. MiTM

Ans: B
43.  A DoS attack coming from a large number of IP addresses, making it hard to manually filter or crash the traffic from such sources is known as a _____________.
A. GoS attack

B. PDoS attack
C. DoS attack

D. DDoS attack

Ans: D
44. DDoS stands for _________________
A) Direct Distribution of Server

B) Distributed Denial of Service

C) Direct Distribution of Service

D) Distributed Denial of Server
Ans: B
45. Instead of implementing single computer & its internet bandwidth, a ____________ utilizes various systems & their connections for flooding the targeted website.
A) GoS attack

B) PoS attack

C) DDoS attack
D) DoS attack
Ans: C
46. Packet filtering firewalls are vulnerable to ____________

A. hardware vulnerabilities
B. MiTM
C. phishing

D. spoofing 

Ans: D
47. Circuit-level gateway firewalls are installed in ________ layer of OSI model.

A. Application 
B. Session 

C. Presentation 
D. Network

Ans: B
48. Which of these comes under the advantage of Circuit-level gateway firewalls?

A. They maintain anonymity and also inexpensive

B.  They are light-weight

C. They are expensive yet efficient

D. They preserve IP address privacy yet expensive

Ans: A
49. Which of the following is a disadvantage of Circuit-level gateway firewalls?

A. They’re expensive
B. They’re complex in architecture
C. They do not filter individual packets.

Ans: C

50. Application level gateway firewalls protect the network for specific _________.

A. Application layer protocol


B. Session layer protocol


C. Botnet attacks



D. Network layer protocol

Ans: A
51. _________ firewalls are a combination of three types of firewalls.

A. packet filtering



B. Circuit Level Gateway


C. Application-level Gateway


D. Stateful Multilayer inspection 

Ans: D

52. Stateful Multilayer Inspection firewall cannot perform which of the following?

A. Filter network layer packets


B. Check of legitimate session

C. Scans for illicit data packets at the presentation layer


D. Evaluate packets at application lager

Ans: C 
53. One advantage of Stateful Multilayer Inspection firewall is __________.

A. costlier but easy to understand

B. large to manage

C. complex internal architecture 

D. large to manage but efficient

Ans: C
54. ___________ attacks is the use of secure, trusted operating system.

A. Virus

B. Worm

C. Trojan Horse
D. Backdoor

Ans: C
55. _________ is an entity capable of accessing objects.

A. Subject

B. Object

C. Access right
D. None of the above

Ans: A
56. The Common Criteria (CC) defines __________ kinds of documents.

A. 2


B. 3


C. 4


D.5

Ans: A
57.  Firewall is a type of __________.

A. Virus

B. Security threat
C. Worm

D. None of these

Ans: D
58. Firewall examines each ___________ that are entering or leaving the internal network.

A. emails users 
B. Updates
 
C. connections 
D. data packets

Ans:D
59. A firewall protects which of the following attacks?

A. Phishing

B.  Dumpster diving 
C. Denial of Service 
D. Shoulder surfing

Ans: C
60. Packet filtering firewalls are deployed on _____________.

A. routers 

B. switches 

C. hubs 

D. Repeaters

Ans: A
